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The process of authenticating a computing system
contains two parts namely: i) Identifying and ii) verifying.
Now a days login ID’s are being used for identification
and password verification. Many theories have been
proposed to improve this process, but they require
specialized device which are not always available. The
proposed method uses the current password based system
by strengthening the identification process. It utilizes
personnel secret data instead of a login id to identify a
user uniquely, hence MIND METRICS. This total paper

is to provide security using embedded systems.
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l. Introduction

It asks the user to choose a correct login ID among multiple choices of partially obscured
IDs. Since it does not accept a login ID during the authentication process, a stolen or cracked
password cannot be used for gaining an access to the computing system unless the attacker
provides a correct identification material, i.e., mind metrics token. This additional step raises the
security of an authentication system considerably over single or double password systems. Since
the stolen passwords cannot be used immediately by the attackers, account holders can have
extra time to change their passwords before the attackers gain an access. This scheme does not
require any specialized hardware and can be implemented easily. It may be used where
biometrics schemes cannot be used cost-effectively, e.g., on public e-commerce web sites. Mind
metrics scheme separates the server and the verification server, thus it is scalable to a large

system. We implemented a proof-of-concept system and evaluated it with test users.

11.System Block Diagramand Description
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Figure 1: Block diagram
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LPC2148 Micro Controller:

In this project micro controller is used to control all the peripherals.
LPC2148 is used as MCU in this design. Because of the advanced 32 bit architecture, it can
detect changes as low as 3 millivolts and more faster when compared to PIC’s and other 80series
micro controllers. Inbuilt ADC was an added benefit of LPC2148. Hence we used this as our
micro controller unit .A Microchip microcontroller LPC2148 is used to collect and process data
and then stores it in a serial buffers. The LPC2148 is an 32k instructions program buffers, 512 kb
bytes of RAM, three timers, and a 32 -bit A/D converter microcontroller. It has RISC

architecture and can use oscillators, thus it is ideal to be used as an embedded system.

e

Figure 2:LPC 2148

Matrix Keypad:

In matrix keypad token numbers are given as input. This is a 4*4 keypad.
Typically one port pin is required to read a digital input into the controller. When there is a lot of
digital input that has to be read, it is not feasible to allocate one pin for each of them. This is
when a matrix keypad arrangement is used to reduce the pin count. Therefore, the number of pins
that are required to interface a given number of inputs decreases with increase in the order of the

matrix.
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Figure 3: Matrix Keypad

MAX232:

It acts as a mediator between micro controller and GSM modem. It converts RS232
format to TTL format .The MAX232 device is a dual driver/receiver that includes a capacitive
voltage generator to supply EIA-232 voltage levels from a single 5-V supply. Each receiver
converts EIA-232 inputs to 5-V TTL/CMOS levels. These receivers have a typical threshold of
1.3V and a typical hysteresis of 0.5 V, and can accept +30-V inputs

Figure 4: Max 232
GSM:

GSM modem gives capability to send SMS without any mobile operating system. SIM
can be read with MCU and can be used to send SMS by micro controller. Hence a GSM modem
was employed, its main function here was when the parameters are over threshold limits it sends
a text message to predefined contacts about the situation of the patient, thus alerting them to
proceed for further actions.

Figure 5: GSM
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1. Working
The designed system comprises of matrix keypad, LPC2148 micro

controller, MAX 232 and a GSM modem. At first, we should give the token numbers as an input
to matrix keypad hereby, the command is sent to LCD using micro controller (LPC2148). It
displays four user names and again the command is sent back to the keypad to choose one of the
username. Similarly, the password is also chosen using the above process. Sometimes if any
interrupt is occurred in the process GSM the alarm will be activated. In this project MAX232
acts as a mediator between micro controller and GSM modem. It converts RS232 format to TTL
format. The MAX232 device is a dual driver/receiver that includes a capacitive voltage generator

to supply EIA-232 voltage level

Figure 6: Working

IV. Flow Chart
Firstly initialising the GLCD, GPIO and serial port and configuring the serial port is done. After

that a welcome message is displayed on LCD and then the system waits for token input,
compares with token database, if the token input matches then it will get concerned user ID from
RAM, displays semi masked user ID, gets user input and if the user ID matches then it displays
respective passwords from RAM, displays semi masked RAM and if the password is also
matches then the system activates. And if either of the token or user ID or password does not

match then the alarm will be ON and sends an alert message.
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V. Conclusion
User authentication is done in two steps, identification
and verification. The traditional password based Verification system has been challenged by
sophisticated attacks, the new advanced
schemes are being made to cover the weakness of the password-based systems. However, the
identification part is still done based on a public login ID. We proposed a new scheme called

mind metrics to strengthen the identification process with personal secret information.
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